IT Operations Management and IT Service Management

Automated discovery and monitoring, and event management of existing and cloud native
applications and hybrid environments. Provides analytics-driven, highly automated and
orchestrated service desk, including Information Technology Infrastructure Library (ITIL)
processes and asset management.

Retina CS can automate the discover of existing applications, including cloud and hybrid assets,
including vulnerability and exploit information. This information can be output to multiple
platforms to ensure an automated and orchestrated service desk.

Log Management and Security Information and Event Management (SIEM)

Comprehensive threat detection and compliance management platform. Optimizes collection,
normalization and enrichment of large volumes of data in real time, while supporting open
standards for better threat detection. Supports the full range of security information and event
management functions-including posture assessment, monitoring, alert and incident handling,
breach analysis and response, and real-time event correlation.

Retina CS can provide comprehensive vulnerability management and exploit detection, as well
as provide configuration baselines and comparative SCAP compatible scans for compliance
management.

IT Portfolio Savings

Provides pre-configured capability offerings to help Agencies track and improve their IT
Portfolio Savings and application rationalization goals as well as report metrics monthly to
OMB.

Defendpoint, PowerBroker for Unix/Linux, and Active Directory Bridge can assist agencies
improve their IT portfolio savings and application rationalization by unifying the way elevated
permissions are handled across the agency, allowing for better security posture, reduced helpdesk
calls, and better analytics around the use of elevated permissions inside an environment. Remote
Support can provide better IT Portfolio Savings by allowing help desk users more efficient use of
their time and allowing them to better support the agency.

Data Security

Includes encryption and key management products that protect high value data, and the data
protection solutions are NIST certified and FIPS 140-2 validated.

Password Safe and Privileged Remote Access protect high value data by securing elevated
credentials across the environment, reducing the amount of access external vendors need, and
provide visibility into the work that both internal and external resources perform on privileged
assets. Password Safe provides key management for ssh keys being used on network devices,
and can provide storage and management for those keys.



