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Background & Introduction
Before jumping into how to use this User Guide below, a good introductory read is the DoD’s Enterprise Software Initiative’s (DoD ESI) white paper on SLA Best Practices and Contractual Considerations. A synopsis from that white paper is included here:

The execution of a contract marks the starting point of services to be provided from either a new service provider or from an existing service provider. Whether these services are being provided during the formation of a new supplier relationship or within the framework of an existing supplier relationship, you are relying upon the supplier for your service needs. This reliance creates a risk exposure that can be mitigated by having a robust Service Level Agreement (SLA) in place. 

Even though you may have an underlying contract that governs the services, that contract may not be detailed enough concerning the tactical items you expect to encounter once operations and services begin. Therefore, it is best to negotiate and fully understand key expectations for all service components upfront. Such items include: 

· What are the specific services to be provided? 

· Where will the services be provided? 

· Who will provide the services? 

· What are the acceptable standards for each service being provided? 

· How are these standards measured and reported on? 

· What happens if the services are not provided according to the acceptable standards? 
If expectations for the various service needs you contracted for are not well defined and monitored, including the standards of performance and the metrics for them, your position for enforcing the contract will not be as strong as when you have a robust SLA in place before services begin. SLAs ensure a good poll position or starting gate for your services.
How to Use 

This User Guide complements the DoD’s ESI SLA template for software, including cloud-based services (the “Template”). Each section of this user guide corresponds with a section in the SLA template. This User Guide and the Template should be read in tandem. 

Preamble
This first paragraph in the Template is the preamble, which is used to identify the overall document and to identify the parties that are agreeing to its terms and conditions. Additionally, this section identifies the “effective” date of the SLA, since the date by which each party signs the contract can be different and stating the effective date clears any ambiguity. This section also confirms the purpose of the SLA to: (i) ensure there are clear expectations for Provider’s hosting, service, and support and maintenance obligations; and (ii) identify any corresponding Buyer obligations.

Definitions
This section provides an explanation of the meaning of different words used throughout the Template. It seeks to explain the words used frequently throughout the SLA.  You, as drafter of your specific SLA, should consider adding definitions to this section as needed or removing definitions that might not be applicable to your SLA. Words commonly used in SLAs, include: 

(i) Error

(ii) Major Version

(iii) Minor Version

(iv) RPO, the Recovery Point Objective

(v) RTO, the Recovery Time Objective

(vi) Solution/Service – this definition is unique to the software that you are receiving and needs to be defined per SLA. The definition for the purchased software solution/service may also be in the underlying license/use agreement. Do not allow Provider to reference a webpage link or url for this definition, since you do not want modifications to your solution/service definition being made outside of your direct knowledge and agreement.  The Provider may also attempt to reference a webpage when specifying other SLA terms and conditions.
(vii) Standard Working Hours - the hours that Provider normally provides support resources 

(viii) Standard Working Days - the days that Provider normally provides support resources 

(ix) Update – special consideration should be made to the statement that “Updates exclude any release that is made generally available as a separate Solution. It is understood that in order for a product to be deemed “separate”, it cannot be substantially similar in functionality to the current Solution even if Provider is marketing or selling the Update under a different name”
(x) Version

Description of Services and/or Applications
This section is the underpinning of the remainder of the SLA. This section identifies the product name of the software solution/service and should also mention the version purchased at the time of the agreement. The most important part of this section is having a robust and detailed description of the software solution/service, specifically including the key components of functionality in order to create a baseline of functionality that the Provider cannot decrease in the future. This baseline of functionality also mitigates the chance that Provider can essentially resell a significantly similar solution/service back to you at a future time, just because they change the product name, but the new rebranded product still has all of the same core functionality like the one that you already contracted for. We refer to this as rebranding protection. Please see the table below as an example of describing the services or applications, the key functional components of the service or application that are included in the license and that are covered in this SLA, the key infrastructure components that are included in the license and that are covered in this SLA, and the installation type.  A table similar to the one below can be added to the SLA clause to facilitate the description of the application or services and the other information listed above.  Keep in mind that most of this information should be specified in detail in the License Agreement between the parties, so this table is for information only.  The clause in the SLA template should make clear that the details of the license agreement take precedence if there is a conflict between this section of the SLA and those details in the License Agreement.

Furthermore, by adding in “It is understood that Buyer has materially relied on these key components of …and Provider shall not remove these key components of functionality from future Versions” helps to ensure that expectation from Provider is clear. Finally, by referencing the installation type and location of the software, it helps to confirms where and by whom the software will be accessed (keeping in mind that audit/assessment rights on user access of the software instance should be covered in the underlying software license contract).
	1.  Application Name
	Short Description
	Comments

	U.S. (Component) Email, version x.y.z.
	General email application for use by all U.S. (Component) personnel.
	See License agreement dated _____  between U.S. (Component) and Licensor for details of authorized users.

	2.  Key Functional Components
	
	See License agreement dated ______between U.S. (Component) and Licensor for details of required functionality.

	Enable creation of emails to unlimited addressees
	
	

	Provide for auto address capabilities
	
	

	Provide for address file
	
	

	Provide for creation of unlimited folders
	
	

	Allow for attachments of files to emails
	
	

	Etc.
	
	

	3.  Key infrastructure components
	This is a SaaS offering of full service email capabilities including email software functionality and all infrastructure necessary to host the application, to send unlimited numbers of emails, and to receive unlimited numbers of emails.
	See License agreement dated ______between U.S. (Component) and Licensor for details of infrastructure provided by Licensor as part of the SaaS License.

	Servers
	
	

	Network
	
	

	Virtualization
	
	

	4.  Installation Type
	
	See License agreement dated ______between U.S. (Component) and Licensor for details of Installation Type and Parameters.

	Application software is installed in an environment at Licensor’s facility located at ________
	This is a SaaS offering of full service email capabilities.  All applications and infrastructure are provided by Provider at Provider’s designated facilities. Where Provider has used third parties for any part of the SaaS offering, those third party providers are clearly identified along with the elements they are providing.
	

	Installation consists of the following items:
	
	


Account Management
Most Providers have a Client Relations Manager (“CRM”) assigned to each account, but ensuring that expectation is memorialized as an obligation is the purpose of this section. Buyer should have direct access to their CRM via a direct telephone number and email address. Status calls and review meetings are usual practices of a continued business relationship, and placing parameters regarding the frequency and approach for these interactions confirms Buyer’s expectations for how Provider will seek to ensure their continued relationship is a successful one.
Support Options & Billing

This section describes the level of support that Provider will provide throughout the contract and a chart for additional options. 
It also identifies the cost per year, the anniversary of the billing for annual support and maintenance, and when invoices are due.  The Agreement referenced in Paragraph 4b usually will be the Maintenance and Support Agreement.  Payment terms are specified in that Agreement.  In some cases these obligations and payment terms will be detailed in a clause of the License Agreement between the parties. The clause has blanks to allow the Contracting Officer to specify the agreement name and date where payment terms are specified. 

This section also confirms that the cost of any support option includes the cost of all Updates, including Major and Minor Versions. Clarification is added to ensure that Buyer may upgrade or downgrade their support level option at any time by notifying Provider in writing within a specified period of time, and the impact on cost will be prorated. 

Also, it’s standard in the software industry that after some amount of reasonable time, Provider will stop provider support for older versions of their software. If you are using the software as a service model (SaaS), you may or may not have the ability to opt-out of newer versions of the software service. However, if the software is installed on Buyer’s premise, the version of the software application and upgrades are not controlled by Provider. Therefore, Provider seeks to ensure that Buyer maintains a current, or nearly current, version of its software so that Provider can properly support Buyer’s technical support issues (and also minimize security breaches via patches that become available). The Template references that Provider must at least support “the immediately preceding two Major Versions of the Solution or the earliest Version of the Solution that was generally available during the previous five years.” This expectation of providing support for at least the last two Major Versions is dependent on what the Provider is willing to support, since some software companies now may only support the last single Major Version.

Finally, as a Buyer, you should seek to obligate Provider’s advance written notification to you regarding when Versions will no longer be supported, so that your entity can prepare for the implementation timeline, resource allocations and costs that come along with a major software application Update or alternatively, a decommission and conversion effort in order to move to a new Solution.  Within the Template, three years notification is used as a starting point, but you should review with your technical teams how long scoping and performing a Major Version Update or converting to a new provider’s solution would take (e.g.  Provider chooses to sunset their solution; how long would it take you to procure, implement, convert data into a new solution and train end users?).  Additionally, in the case of perpetual software installed in-house on Buyer’s premise, if Buyer chooses to stop Updating the software Solution, but wants to continue to use the licensed software, Buyer’s right to use the software shall not be impeded by Buyer’s discontinuation of maintenance and support payments (although it is understood that any SLA shall be null and void during such period while maintenance and support services are not continued).
Support Provider Information & Request Submission
This section confirms who, how and from where support services for the software solution/service will be provided. It also specifies how a support request may be submitted and how many support requests are allowed. Some Support Providers try to limit the number of support requests/tickets that are allowed, so the Template seeks to ensure that “support tickets allowed are unlimited.” Additionally, this section obligates Provider to make Buyer constantly aware of the proper escalation contacts within Support Provider’s (and Provider’s) organization(s) in the event that the Acceptable Support Service Levels are not adhered to.

This section of the Template also seeks to obligate Provider that “all Support Provider resources shall be full-time, dedicated resources trained on the specifics of how Buyer is using the Solution/Services.” This is normally not agreed to by Provider and/or Support Provider unless Buyer is paying for “Dedicated / Diamond” support level. Nonetheless, asking for dedicated support resources and at least resources that will be trained regarding your use and needs of the software solution/service is a valid starting request as part of an initial request within an SLA.

Finally, it is important to know where your Support Provider resources and systems are located, especially if they do or could have access to sensitive information, since laws and regulations may differ from country-to-country.  If you’re using a SaaS model, ensure that the Provider adequately informs you in advance of any maintenance windows (downtime) and changes to functionality. 

Support Severity Levels & Timeframes 
This section identifies various technical issue severity level s and seeks to make the determination of those levels as objective as possible by providing definitions for each severity level.  Also, this section categorizes the support issue response and resolution timeframes per severity level. However, the chart in the Template should be used as a placeholder for the turnaround timeframes that are acceptable to you. Additionally, the Support Provider may have pre-established standard turnaround timeframes regardless of which Buyer’s unique needs (this is standard turnaround timeframe approach is more common in providers of SaaS solutions). 

ACCEPTABLE SOLUTION/SERVICE AVAILABILITY LEVELS (If Applicable)

For hosted or SaaS software solutions/services, a section clearly showing the expected time that the software is supposed to be working and performing well is part of an SLA. Most software service and hosting companies call this the “uptime” of an application and reference the uptime commitment in terms of a percentage. Within the Template, the placeholder used for the uptime expected is 99.96% up-time, referred to as the “Acceptable Service Level Threshold.” In order for this section to be usable by the Buyer, it should clearly identify a calculation for how the Acceptable Service Level Threshold would be calculated and what constitutes planned downtime during the corresponding calculation time period. In the Template, a rolling 90 calendar day period is used as the Acceptable Service Level Threshold measurement timeframe.   
The remainder of this section lists the two step process used in the overall calculation for determining whether or not the uptime threshold was met exclusive of the planned downtime that actually occurred during the measurement timeframe (e.g. 90 days). The two step process in the Template is clarified therein, and the example at the end should be updated to correspond to the uptime threshold and allowable downtime that the parties agree to. However, the two step calculation examples should never be removed from the SLA (assuming this section applies), since clarity is found in these examples of the calculations and these examples can aid others when they try to enforce this SLA. 

Reporting

Reports that Provider is expected to send to Buyer are listed under this section. Additionally, the frequency and method for each report is identified. Topics include reports/notifications/alerts for data breaches and application performance. It is important to note that Provider’s additional obligations regarding data breaches should be accounted for within the underlying software license agreement. Additional reporting topics under this section include Monthly Solution/Service Availability Reports, Annual Disaster Recovery Testing specifying the timeline and commitments of both parties for ensuring a successful disaster recovery test, Annual Roadmap report review meeting to help ensure that both parties are strategically aligned, and any Additional Reports that Buyer requests that Provider can provide under commercially reasonable circumstances.
Remedies
This section is needed, since although remedies may be listed in the underlying agreement, remedies specific to breaches under this SLA are enumerated in the Template. Such remedies include an obligation by Provider for agreeing to a refund/credit back to you in the event that numerous turnaround times are not met. Also, the start of a “delay” is specified and the calculation for when the clock starts to toll to ensure there is no confusion regarding the tracking of delays. Regarding Provider’s ability to meet the Service Threshold agreed to in Section 7, the Template specifies (as a negotiation starting point) that “during any rolling 90 day period, a refund/credit equal to [x]% of the total annual support and maintenance fee per month of missed Service Threshold shall be payable to Buyer.” 

Additionally, a critical part of this section is specifying what qualifies as a “material” breach, since when a term or condition of an agreement between the parties is “material,” Buyer should have a right to terminate the underlying software solution/service contract without having to show additional cause. It’s worthy to note that the Template identifies, as a starting point, the amount of times that a missed Service Level can occur before constituting a material breach, but you should determine what is palatable for your entity regarding which misses in Service Levels are immaterial vs. material.
Finally, in the event of a termination under this section, the last two paragraphs of this section in the Template help to clarify some of the expectations between the parties regarding costs and cooperation.

Licensee’s (Buyer’s) Responsibilities 
This section defines the Buyer’s responsibilities to ensure all terms of the SLA can be achieved by Provider. This understanding between the parties is needed for applications that reside and are hosted in Buyer’s facilities. In the case of applications hosted by Buyer, it is challenging for Provider to have direct insight into the current nuances that may exist with how the software application is installed, performing and being used. Therefore, Provider may request to have the following commitments from Buyer in order to help troubleshoot and meet the turnaround timeframes for support responses and resolutions: 

(i) Direct remote access to the software application – this request by Provider should be reviewed by your Information Security and Risk Management team and their policy regarding remote access;

(ii) Copies of issue logs from Buyer’s application support team (commonly referred to as Infrastructure Production Support – IPS); 

(iii) Confirmation of the current version and any patches and customizations that have been applied. Additionally, since Provider may not fully know all of the integration points used by Buyer regarding the software application, Provider may seek to disclaim its SLA obligations if Errors are caused by items that Buyer introduced into the software application or by Buyer’s unacceptable use of the software solution/service.
Guidance for using DoD ESI’s Service Level Agreement (SLA) template for software related services, including cloud-based services. 
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