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Negotiating Contracts for Cloud-Based Software

Any cloud service level agreement should contain specific, measurable and enforceable terms and conditions

By Gretchen Kwashnik

federal government’s “cloud first” policy, as part
The of the Federal Chief Information Officer’'s “25 Point

Implementation Plan to Reform Federal Information
Technology Management,” requires federal agencies to con-
sider cloud computing before making new IT investments and
to move at least three applications to the cloud by May 2012.

Requests for information, issued by the Department of the
Navy in July 2011, indicated that the Next Generation Enterprise
Network (NGEN) will transition to a cloud-based delivery model.
In an August 2011 media roundtable, the Department of the
Navy CIO, Mr. Terry Halvorsen, said cloud computing, along with
thin-client and zero-client technologies, are some of the models
that the DON can use to cut 25 percent from its business IT bud-
get in the Future Years Defense Program financial plan.

With the department’s goals to decrease IT costs, improve
deployment speed and agility and operate more efficiently will
come shifts in IT funding. For example, there are funding allo-
cation differences between the traditional procurement of IT
licenses, which are normally capital expenses that are depreci-
ated over time, while the subscription procurement model for
cloud services is normally an operational expense that is not
depreciable.

The cloud concept encompasses a variety of service mod-
els: Software as a Service (SaaS); Platform as a Service (PaaS);
and Infrastructure as a Service (laaS). These service models can
be delivered in a variety of ways, from a private cloud (operated
solely for an organization whether hosted internally or by a third
party over a virtual private network), a public cloud (operated
by a third party over the Internet), or a hybrid cloud that com-
bines private and public clouds to coordinate a solution.

In all instances, the difference from traditional procurement
is that some or all IT resources (hardware, software and support
services) are rented instead of purchased as perpetual software
licenses, thus creating the hardware infrastructure to support
software and data, and maintaining the selected solution.

SaaS, which is the most widely adopted service delivery
model in these still-early stages of cloud computing, provides
a timely example of negotiating “cloud first” contracts. From
an overall contractual perspective, the SaaS cloud model does
not vary greatly from traditional on-premise software licensing
because the same quality of software and functionality is sup-
plied by a software provider. However, a few of the key licensing
differences are in the granting of a software license and pay-
ment terms.

Grant Software Licenses

With the cloud delivery model, software use is subscription-
based and paid on a monthly or annual basis. In contrast, tra-
ditional software is normally purchased for perpetual use with
one lump sum payment upfront. It is important to understand
that sometimes traditional on-premise software can also be
offered via a subscription model.

Perpetual Licensing: When purchasing the right to use a soft-
ware license in perpetuity, the full license rights may depend on
how payment terms are structured. Perpetual licensing is not an
option for SaaS through a public cloud. Whether this perpetual
licensing model will be available for private or hybrid clouds is
yet to be seen; it may depend on the ability to move existing
applications into a private cloud. However, there are software
providers that are making it easier to set up such private cloud
instances.

Subscription Licensing: This is the most common licensing
model for public cloud solutions, and it allows use of the soft-
ware service only while the subscription is current and valid.
Subscription licensing may be possible for hybrid cloud solu-
tions where terms can be negotiated in the following ways:

- Paying a maximum subscription licensing fee over a specific
term of service. Thereafter, the subscriber would have the right
to use the software in perpetuity or exercise the option to use it
in perpetuity for an incremental pre-negotiated fee. When using
this type of subscription payment plan, users must ensure that
the correct type of appropriation is used for the investment.

- Separating the hosting fees from the software licensing fees
so the two are not intermingled.

Payment Terms

With traditional software licensing, you may be able to
negotiate withholding a portion of the licensing fees until after
the go-live or acceptance date of the software. Maintenance
fees also may not be required until after the go-live date. Alter-
natively, cloud solutions bundle together hosting, software
licensing and maintenance into one monthly or annual fee. Sub-
scribers begin paying for the service as soon as they authorize
the cloud provider to turn it on, even though the subscribers
may not be using it yet.

To mitigate the financial risks in this practice, determine if
the provider has a sandbox or proof-of-concept environment in
which potential subscribers can become familiar with the soft-
ware at little or no charge before signing a contract for a specific
term and number of users. Any payment and financing terms
must be in accordance with Federal Acquisition Regulation
(FAR) Subpart 32.2, Commercial Item Purchase Financing.

SaaS Service Level Agreements

When using a Saa$ provider, the focus is no longer on man-
aging the technical software application, but rather the ven-
dor relationship. This is where IT contract negotiation, contract
management and supplier management skills come into play.
All rights and responsibilities associated with the relationship
should be included in an enforceable contract and effectively
managed. The specific risks to be addressed in the contract with
a provider will depend on the application, its business criticality,
and the data that will be exchanged, stored and maintained by
the provider.
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Rear Adm. Grace Hopper
and the Nanosecond

Anyone who met Grace Hopper probably heard her talk
about the "nanosecond.” Hopper liked to use visual examples
when she spoke, and she frequently advised young naval officers
and programmers not to waste time — not even a nanosecond.
She used a foot-long strip of wire to represent a nanosecond,
which is equal to the distance traveled by an electron along the
wire in the space of a nanosecond — one billionth of a second.
She sometimes contrasted the example with a microsecond
by flourishing a coil of wire nearly 1,000 feet long that the wiry
admiral could easily manage with a steady wrist.

Hopper left a lasting impression of immense energy and razor
sharp wit, quickly disproving any notions of a frail, white-haired
woman. While serving in the Navy from the late 1960s until her
retirement in 1986, Hopper's legendary energy was focused on
desktop technology deployment Navywide.

j Hopper was a familiar face at Navy Micro conferences and
CHARLESTON, S.C. (Oct. 7, 2011) Senior U.S. Navy officials tour the was frequently followed by an entourage of admirers. She could
new data center at SPAWAR Systems Center Atlantic. U.S. Navy photo. be intimidating because she always challenged the status quo.
SPAWAR is playing a pivotal role in the DON s data center consolida Through the years as CHIPS editor, | have met many naval
tion plan, as well as other IT efficiency and operational effectiveness officers and civilians who remember her fondly. They comment
efforts, to reduce IT costs and gain greater economies of scale. on her remarkable vision for the future. The nanosecond is always
a favorite story and so is her tagline, “Remember, it's always easier
to ask forgiveness than it is to get permission.” (HI%

Any cloud service level agreement (SLA) should contain

specific, measurable and enforceable terms and conditions. If Sharon Anderson
the Saa$ provider fails to meet an obligation under the SLA, the
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A Word about Security i -

Any selected cloud solution must conform to federal secu-
rity requirements, including Federal Information Processing Iy g
Standard (FIPS) Publication 140-2, “Security Requirements for o :.ﬁ:‘:.;“.‘tﬁ,- easstagibug, hing faual.
Cryptographic Modules,” and the Federal Information Security e cland e
Management Act (FISMA), and have an Authority to Operate
(ATO) through the Federal CIO Council’s Federal Risk and Autho-
rization Management Program (FedRAMP). Cloud solutions can
be validated for multi-agency use, which supports the standard-
ized approach to cloud computing across the DoD advocated
by the DoD CIO. A list of solutions already approved through
FedRAMP can be found at www.gsa.gov. Solutions without an
ATO will require working with the vendor through the FedRAMP
program.

With federal initiatives like cloud first, green IT and continu-
ous (security) monitoring, cloud solutions will play an increas-
ingly greater role in DON and DoD IT strategies. To be success-
ful, IT stakeholders must better understand how to procure and
implement cloud-based offerings. (Hi?
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Gretchen Kwashnik provides contract support to the DoD Enterprise Soft-
ware Initiative (ESI) and DON CIO.
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